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1. [bookmark: _Toc88669260]General Context
This lab’s focus is on what can be forensically found in a capture of memory from a running Windows machine. We utilize a program called Volatility (The Volatility Foundation - Open Source Memory Forensics, n.d.) that specializes in advanced memory analysis and forensics. When Volatility was introduced in 2007 it was the first time that it was shown how powerful it could be to analyze the runtime state of a system because of how much data is stored in volatile random access memory (RAM). Volatile memory means that it is not persistent, so as soon as the machine is shut down or rebooted the memory is wiped, so being able to capture what is in memory while it’s running for analysis can give a much clearer and deeper insight into what actually happened on the machine.
As shown in the previous lab, there is an incredible amount of information in the Windows Registry, but there is much more stored in RAM. Some examples of what is stored in memory but not persistently in the Registry are: browsing history, encryption keys, chat messages, clipboard contents, run-time system activity, open network connections, recently executed commands and processes, injected code fragments, and memory stored before shutdown or crash (Don’t Forget RAM Capture, n.d.). If an attacker infiltrated your network by going through a reverse shell that’s running on a machine, you can see, as shown in this lab, where the process was executed from what ports it was listening on and who started it. None of these options would otherwise be readily available with other forensic analysis. You would see the netcat executable, but you would have no idea if it was executed, with what parameters, nor if anyone connected to it.
	All of this said, the only way to be able to analyze a memory capture is to capture it. There are many tools that allow this to be done easily, but arguably one of the most important steps of an incident response plan is planning phase. You need to have tools at the ready, and know how to use them because when the time comes that you need to capture memory, time is often very much of the essence.


2. [bookmark: _Toc88669261]Technical Context
Volatility is another great example of an active open source community. The code itself is owned by the Volatility Foundation, but because it’s open source anyone and everyone can see how and what is running and contribute plugins to automate tasks that otherwise could be cumbersome, mundane, or something that just has to be executed in a very particular way. One of the quickest ways to make your job easier and look effortless is to automate the boring stuff.
We can look at two opposing examples from the lab, first we needed to find the DHCP lease end time for the machine, and secondly we needed to dump the usernames and password hashes. The DHCP settings and options are buried deep down in the registry. I couldn’t find any references for where it’s stored via google searches so I tried a few different approaches. My first attempt was to look through the ‘CurrentControlSet’ but that actually didn’t exist so I started browsing through ‘ControlSet001’ I spent some time looking through ‘ControlSet001\Services\Dhcp’ and it’s subkeys, before I realized to look in Tcpip instead of Dhcp. I did finally find the epoch timestamp that I was able to convert into an ISO timestamp for human readability, but it took me quite a long time to dig around and finally find what I was looking for. On the other side of things, I was able to call Volatility point it at the file and type ‘dumphashes’ and within a few seconds I had every account on the machine along with their password hashes, a few more seconds against a password cracker and I had the two unique passwords in plain text.
If I thought that the DHCP information would be consistently useful, I could easily write a plugin that automatically pulled the TCP/IP Interface settings and could even convert the timestamp automatically. It would take my hour or two of fumbling and be able to get the same output in a few seconds. When dealing with the Windows Registry and Windows Memory contents it’s amazing how much data you can find, but you need to use the tools available to you in order to make your time searching worthwhile.r



3. [bookmark: _Toc88669262]Solution
We start this lab by logging in to the ‘Introduction to Forensics’ lab environment in the US Cyber Range. We then switch directories to ‘~/Desktop/cases/02_Memory-Image/’ and run `vol.py -f WindowsVista_0401.vmem imageinfo` to run Volatility against the image and output some basic information about the image. We learn that it’s likely from a machine running Windows Vista Service Pack 2, and the image was taken on 2016/04/01 at 21:09:25 UTC.
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Description automatically generated]
Figure 1 - changing working directory to where the image is
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Figure 2 - printing the Volatility help menu
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Figure 3 - imageinfo tells us about the image file
	Our next steps are to do some basic Volatility commands to see what processes were running, what network connections were open, and what Users are on the machine. Running ‘pslist’ runs the same query that ‘tasklist’ would run if Windows was running, where ‘psscan’ doesn’t trust what is in the list and tries to scan through the memory to identify it’s own list of running processes (Difference between Pslist and Psscan, n.d.) this can be very helpful in identifying hidden processes.
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Figure 4 - listing the running processes with pslist
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Figure 5 - listing the running processes as found by psscan
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Figure 6 - running getsids to identify the accounts
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Description automatically generated with medium confidence]
Figure 7 - running getsids and grepping for all of the processes running as a specific user
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Figure 8 - running getsids and searching for a specific executable to see all of the SIDs that own it
Next, we can search specific Registry keys if we are looking for a specific entry like the specific build number of the operating system service pack, or the timestamp that the OS was installed. We can even list the services that are actively listening for network connections, the ports and IP that they are listening on, and even if any outside IP was currently connected to this machine. For example, we can see lsass.exe was listening on port 49155.
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Figure 9 - registry key showing the OS version and build number
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Figure 10 - registry keys showing the version, service pack, and build number
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Description automatically generated]
Figure 11 - the timestamp in the registry and it converted to human readable format
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Figure 12 - a listing of the processes listening for network connections
	Using ‘cmdscan’ we can see all of the different commands that were run at the command line. From this, we can tell that netcat was executed to listen on port 23 and give a reverse shell command prompt to anyone who connected in to it, but that instance was process ID 532, and no longer running while it was currently running as PID 832. We then view the process handles for PID 832, and search for shellbags which can provide a wealth of information like metadata, recently used files, access and create timestamps (Levy, 2012).
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Figure 13 - executing the cmdscan plugin
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Figure 14 - PID 532 was a netcat reverse shell listening on port 23
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Figure 15 - netcat in the process list
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Figure 16 - displaying the process handles for netcat running on PID 832
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Figure 17 - running the shellbags plugin to find more information about netcat
	We still want to know more information about who and what ran netcat. Looking closer at ‘cmdscan’ the Jane Smith user entered C:\Users\Jane Smith\ Desktop\netcat-1.11\ and listed the directory contents, edited the readme file and then started it as a reverse shell on port 23. Then running the ‘envars’ for PID 832 shows us the environment variables associated with the running process like what APPDATA path was associated with it, and what it used for a temp directory.
[image: Text

Description automatically generated]
Figure 18 - showing the commands typed in before netcat was executed
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Figure 19  - showing environment variables for PID 832
Finally, the lab has us find out two last pieces of information. It has us identify the DHCP information and when the lease was set to end for the assigned IP address, and then to dump the user hashes. The two passwords associated with the accounts were ‘password’ and ‘p@ssword’ and both were cracked in a matter of seconds.
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Figure 20 - printing the DHCP information
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Figure 21 - converting the epoch timestamp to human readable format
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Figure 22 - dumping the user information and password hashes
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Figure 23 - cracking the password hashes
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sansforensics@ip-10-1-72-62:~$ cd Desktop/cases/02_Memory-Image/
sansforensics@ip-10-1-72-62:~/Desktop/cases/02 Memory-Image$ s
WindowsVista_0401.vmem
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sansforensics@ip-10-1-72-62:~/Desktop/cases/02_Memory-Image$ vol.py -h
Volatility Foundation Volatility Framework 2.5

*+* Failed to import volatility.plugins.openioc_scan (ImportError: No module named ioc writer)
Usage: Volatility - A memory forensics analysis platform.

Options:
-h, --help list all available options and their default values
Default values may be set in the configuration file

(/etc/volatilityrc)

--conf-file=/home/sansforensics/.volatilityrc
User based configuration file

-d, --debug Debug volatility
--plugins=PLUGINS Additional plugin directories to use (colon separated)
--info Print information about all registered objects

--cache-directory=/home/sansforensics/.cache/volatility
Directory where cache files are stored

--cache Use caching

--tz=TZ Sets the (Olson) timezone for displaying timestamps
using pytz (if installed) or tzset

-f FILENAME, --filename=FILENAME
Filename to use when opening an image

--profile=WinXPSP2x86
Name of the profile to load (use --info to see a list
of supported profiles)

-1 LOCATION, --location=LOCATION
A URN location from which to load an address space

w, --write Enable write support
B DTB Address

--shift=SHIFT Mac KASLR shift address

--output=text Output in this format (support is module specific, see

the Module Output Options below)
--output-file=OUTPUT FILE
Write output in this file
-v, --verbose Verbose information
-g KDBG, --kdbg=KDBG Specify a KDBG virtual address (Note: for 64-bit
Windows 8 and above this is the address of

KdCopyDataBlock)
--force Force utilization of suspect profile
- -cookie=COOKIE Specify the address of nt!ObHeaderCookie (valid for

Windows 10 only)
-k KPCR, --kpcr=KPCR Specify a specific KPCR address
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sansforensics@ip-10-1-72-62:~/Desktop/cases/02_Memory-Image$ vol.py -f WindowsVista 0401.vmem imageinfo
Volatility Foundation Volatility Framework 2.5
*+* Failed to import volatility.plugins.openioc_scan (ImportError: No module named ioc writer)

INFO

: volatility.debug
Suggested Profile(s)

AS Layer2

PAE type :
DTB :
KDBG :

Number of Processors
Image Type (Service Pack)

2
KPCR for CPU O :
KUSER_SHARED DATA :

Image date and time :

Image local date and time :

: Determining profile based on KDBG search. ..
: VistaSP1x86, Win2008SP1x86, Win2008SP2x86, VistaSP2x86
AS Layerl

IA32PagedMemoryPae (Kernel AS

FileAddressSpace (/home/sansforensics/Desktop/cases/02 Memory-Image/WindowsVista 0401.vmem
PAE

0x122000L

0x81b2ac98L

1

0x81b2b80OOL

0xffdfeeeOL

2016-04-01 21:09:25 UTC+0000
2016-04-01 17:09:25 -0400
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sansforensics@ip-10-1-72-62:~/Desktop/cases/02_Memory-Image$ vol.py -f WindowsVista 0401.vmem --profile=VistaSP2x86 pslist
Volatility Foundation Volatility Framework 2.5

*+* Failed to import volatility.plugins.openioc_scan (ImportError: No module named ioc writer)

0ffset(V) Name PID PPID  Thds Hnds  Sess Wow64 Start Exit

0x82db0a98 System 4 ] 108 0 2016-04-01 UTC+0000
0x84591d90 smss.exe 408 4 4 - 0 2016-04-01 21:02:19 UTC+0000
0x8464a020 csrss.exe 480 468 10 580 ] 0 2016-04-01 21:02:20 UTC+0000
0x8449a020 wininit.exe 524 468 3 97 ] 0 2016-04-01 21:02:21 UTC+0000
0x84489020 csrss.exe 532 516 10 310 1 0 2016-04-01 21:02:21 UTC+0000
0x843bb020 winlogon.exe 572 516 3 122 1 0 2016-04-01 21:02:21 UTC+0000
0x82db0348 services.exe 612 524 6 240 ] 0 2016-04-01 21:02:22 UTC+0000
0x83ccf520 lsass.exe 624 524 17 630 ] 0 2016-04-01 21:02:22 UTC+0000
0x846da578 lsm.exe 632 524 10 156 ] 0 2016-04-01 21:02:22 UTC+0000
0x8456c020 svchost.exe 792 612 6 301 ] 0 2016-04-01 21:02:24 UTC+0000
0x84559718 vmacthlp.exe 840 612 1 47 ] 0 2016-04-01 21:02:25 UTC+0000
0x84562c78 svchost.exe 872 612 8 309 ] 0 2016-04-01 21:02:26 UTC+0000
0x845885a8 svchost.exe 904 612 11 362 ] 0 2016-04-01 21:02:26 UTC+0000
0x8458840 svchost.exe 992 612 24 445 ] 0 2016-04-01 21:02:26 UTC+0000
0x842e02d0 svchost.exe 1016 612 35 576 ] 0 2016-04-01 21:02:27 UTC+0000
0x842de2d® svchost.exe 1032 612 57 1127 ] 0 2016-04-01 21:02:27 UTC+0000
0x84404a40 audiodg.exe 1108 992 5 115 ] 0 2016-04-01 21:02:28 UTC+0000
0x846f3020 SLsvc.exe 1140 612 4 69 ] 0 2016-04-01 21:02:28 UTC+0000
0x843792d0 svchost.exe 1228 612 25 597 ] 0 2016-04-01 21:02:29 UTC+0000
0x83c9e998 svchost.exe 1344 612 24 623 ] 0 2016-04-01 21:02:30 UTC+0000
0x8461c020 spoolsv.exe 1540 612 16 314 ] 0 2016-04-01 21:02:30 UTC+0000
0x847b3d90 svchost.exe 1564 612 30 314 ] 0 2016-04-01 21:02:30 UTC+0000
0x83d09a50 taskeng.exe 1784 1032 14 308 1 0 2016-04-01 21:02:32 UTC+0000
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sansforensics@ip-10-1-72-62:~/Desktop/cases/02 Memory-Image$ vol.py -f WindowsVista 0401.vmem --profile=VistaSP2x86 psscan
Volatility Foundation Volatility Framework 2.5

*+* Failed to import volatility.plugins.openioc_scan (ImportError: No module named ioc writer)

of fset (P) Name PID  PPID PDB Time created Time exited

0x0000000002fb0348 services.exe 612 524 0x1e20f080 2016-04-01 UTC+0000
0x0000000002fb0a98 System 4 0 0x00122000 2016-04-01 21:02:11 UTC+0000
0x000000001daa6530 wuauclt.exe 3412 1032 0x1e20f5e0 2016-04-01 21:06:04 UTC+0000
0x000000001e0d8850 iexplore.exe 3368 3344 0x1e20f580 2016-04-01 21:03:28 UTC+0000
0x000000001e114020 ipconfig.exe 3776 3964 0x1e20f600 2016-04-01 21:09:24 UTC+0000 2016-04-01 21:09:25 UTC+0000
0x000000001e12e020 ieuser.exe EELY] 3344 0x1e20f560 2016-04-01 21:03:27 UTC+0000
0x000000001e16d960 cmd.exe 4080 1880 0x1e20f320 2016-04-01 21:06:20 UTC+0000
0x000000001e41c020 spoolsv.exe 1540 612 0x1e20f2a0 2016-04-01 21:02:30 UTC+0000
0x000000001e442020 csrss.exe 480 468 0x1e20f060 2016-04-01 21:02:20 UTC+0000
0x000000001ed4ccad8 VGAuthService.e 1320 612 0x1e20f400 2016-04-01 21:02:56 UTC+0000
0x000000001e4da578 Llsm.exe 632 524 0x1e20f100 2016-04-01 21:02:22 UTC+0000
0x000000001ed4edc78 msdtc.exe 2680 612 0x1e20f4ed 2016-04-01 21:03:03 UTC+0000
0x000000001e4f3020 SLsvc.exe 1140 612 0x1e20f240 2016-04-01 21:02:28 UTC+0000
0x000000001e556380 WmiApSrv.exe 2040 612 0x1e20f500 2016-04-01 21:05:28 UTC+0000
0x000000001e5a7d90 explorer.exe 1880 1808 0x1e20f360 2016-064-01 21:02:33 UTC+0000
0x000000001e5b3d90 svchost.exe 1564 612 0x1e20f2cO 2016-04-01 21:02:30 UTC+0000
0x000000001e5d7b0O WmiPrvSE.exe 3088 792 0x1e20f520 2016-04-01 21:03:20 UTC+0000
0x000000001e5dcc70 vmtoolsd.exe 484 1880 0x1e20f3e® 2016-04-01 21:02:37 UTC+0000
0x000000001e5e3448 vmtoolsd.exe 392 612 0x1e20f420 2016-04-01 21:02:57 UTC+0000

Ox00000NAN1e604a40 audiodg.exe 1108 0992 0Ox1e20f220 2016-04-01 21:02:28 UTC+0000
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sansforensics@ip-10-1-72-62:~/Desktop/cases/02 Memory-Image$ vol.py -f WindowsVista 0401.vmem --profile=VistaSP2x86 getsids | grep 1000
Volatility Foundation Volatility Framework 2.5

taskeng.exe (1784): S-1-5-21-3357474304-2915131210-3987339850-1000 (Jane Smith)
dwm.exe (1844): S-1-5-21-3357474304-2915131210-3987339850-1000 (Jane Smith)
explorer.exe (1880): S-1-5-21-3357474304-2915131210-3987339850-1000 (Jane Smith)
MSASCui.exe (456): S-1-5-21-3357474304-2915131210-3987339850-1000 (Jane Smith)
vmtoolsd.exe (484): S-1-5-21-3357474304-2915131210-3987339850-1000 (Jane Smith)
ieuser.exe (3352): S-1-5-21-3357474304-2915131210-3987339850-1000 (Jane Smith)
iexplore.exe (3368): S-1-5-21-3357474304-2915131210-3987339850-1000 (Jane Smith)
wuauclt.exe (3412): S-1-5-21-3357474304-2915131210-3987339850-1000 (Jane Smith)
cmd.exe (4080): S-1-5-21-3357474304-2915131210-3987339850-1000 (Jane Smith)
cmd.exe (3576): S-1-5-21-3357474304-2915131210-3987339850-1000 (Jane Smith)
ntvdm.exe (3752): S-1-5-21-3357474304-2915131210-3987339850-1000 (Jane Smith)
nc.exe (832): S-1-5-21-3357474304-2915131210-3987339850-1000 LJane Smith)
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sansforensics@ip-10-1-72-62:~/Desktop/cases/02 Memory-Image$ vol.py -f WindowsVista 0401.vmem --profile=VistaSP2x86 getsids | grep nc.exe
Volatility Foundation Volatility Framework 2.5

nc.exe (832): S-1-5-21-3357474304-2915131210-3987339850-1000 (Jane Smith)

nc.exe (832): S-1-5-21-3357474304-2915131210-3987339850-513 (Domain Users)

nc.exe (832): S-1-1-0 (Everyone)

nc.exe (832): S-1-5-32-544 (Administrators)

nc.exe (832): S-1-5-32-545 (Users)

nc.exe (832): S-1-5-4 (Interactive)

nc.exe (832): S-1-5-11 (Authenticated Users)

nc.exe (832): S-1-5-15 (This Organization)

nc.exe (832): S-1-5-5-0-129981 (Logon Session)

nc.exe (832): S-1-2-0 (Local (Users with the ability to log in locally))
nc.exe (832): S-1-5-64-10 (NTLM Authentication)

nc.exe (832): S-1-16-8192 (Medlum Mandatory Level)
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sansforensics@ip-10-1-72-62:~/Desktop/cases/02 Memory-Image$ vol.py -f WindowsVista 0401.vmem --profile=VistaSP2x86 printkey -K "Microsoft\Sec
urity Center\SvC"

Volatility Foundation Volatility Framework 2.5

*** Failed to import volatility.plugins.openioc _scan (ImportError: No module named ioc writer)

Legend: (S) = Stable (V) = Volatile

Registry: \Device\HarddiskVolumel\Windows\System32\config\SOFTWARE
Key name: Svc (S)
Last updated: 2016-04-01 21:05:00 UTC+0000

Subkeys:
(V) Vol
Values:
REG_DWORD oobe_av :(S) 1
REG_DWORD AntiVirusOverride : (S) 0
REG_DWORD AntiSpywareOverride : (S) ©
REG_DWORD FirewallOverride : (S) 0
REG_QWORD VistaSpl ¢ (S) 128453569592664092

REG_QWORD VistaSp2 ¢ (S) 128839300219828142
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Values:

REG SZ CurrentVersion : (S) 6.0

REG SZ CurrentBuildNumber : (S) 6002

REG_SZ CurrentBuild : (S) 6002

REG_SZ SoftwareType ¢ (S) System

REG_SZ CurrentType : (S) Multiprocessor Free
REG_DWORD InstallDate : (S)

REG_SZ RegisteredOrganization : (S)

REG_SZ RegisteredOwner : (S) Windows User

REG SZ SystemRoot : (S) C:\Windows

REG SZ ProductName : (S) Windows Vista (TM) Enterprise
REG_SZ ProductId : (S) 89579-236-0000007-71771

REG BINARY DigitalProductId : (S)
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Convert epoch to human-readable date and vice versa

1459471044 Timestamp to Human date | [batch convert]

Supports Unix timestamps in seconds, milliseconds, microseconds and nanoseconds.

Assuming that this timestamp is in seconds:
GMT : Friday, April 1, 2016 12:37:24 AM
Your time zone : Thursday, March 31, 2016 8:37:24 PM GMT-04:00 DST

Relative :6 years ago Thu Mar 31 2016 20:37:24 GMT-0400 (Eastern Daylight Time)
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sansforensics@ip-10-1-72-62:~/Desktop/cases/02 Memory-Image$ vol.py -f WindowsVista 0401.vmem --profile=VistaSP2x86 cmdscan
Volatility Foundation Volatility Framework 2.5
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CommandProcess: csrss.exe Pid: 532

CommandHistory: Oxlec37b8 Application: cmd.exe Flags:

CommandCount: 9 LastAdded: 8 LastDisplayed: 8
FirstCommand: 0 CommandCountMax: 50
ProcessHandle: 0x490

Cmd #0 @ Ox1lec0808: dir

Cmd #1 @ 0x20c3360: cd Documents

Cmd #2 @ 0x20c3388: dir

Cmd #3 @ 0x1ec9990: cd Desktop

Cmd #4 @ Ox1ec99b0O: cd ..\Desktop

Cmd #5 @ O0x1ec99d8: cd netcat-1.11

Cmd #6 @ Oxlec9a00: dir

Cmd #7 @ Oxlec9al0: edit readme.txt

Cmd #8 @ Oxleccf60: nc -1 -p 23 -t -e cmd.exe
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0x8441ab98 ntvdm.exe 3752 4080 3 09 1 0 2016-04-01 21:08:00 UTC+0000
0x84542888 nc.exe 832 4080 1 72 1 0 2016-04-01 21:09:03 UTC+0000
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sansforensics@ip-10-1-72-62:~/Desktop/cases/02 Memory-Image$ vol.py -f WindowsVista 0401.vmem --profile=VistaSP2x86 handles -p 832
Volatility Foundation Volatility Framework 2.5
*** Failed to import volatility.plugins

0ffset(V)

Pid

Handle

Access

Type

.openioc_scan (ImportError: No module named ioc writer)

Details

0x8cb5b958
0x843a8980
0x84796308
0x846b4e48
0x8475d3a0
0Ox84aee2ald
0x84570168
0x8b827628
0x84796338
0x846c4030
0x84796368
0x98f2a218
0x84796398
0x9818dd0o8
0x8b93eed0d
0x84570168

0x3
0x100020
0x1f0003
0x1f0001
0x1f0001
0x1f0003
OxfO37f
0x20019
0x1f0003
Ox1fffff
0x1f0003
0x20019
0x1f0003
0x20019
Ox1
OxfO37f

Directory
File

Event

Mutant

ALPC Port
Event
WindowStation
Key

Event

Thread

Event

Key

Event

Key

Key
WindowStation

KnownD1l1ls
\Device\HarddiskVolumel\Users\JANESM~1\Desktop\netcat-1.11

WinSta0
MACHINE

TID 3188 PID 832
MACHINE\SYSTEM\CONTROLSETOO1\SERVICES\WINSOCK2\PARAMETERS\PROTOCOL _CATALOG9
MACHINE\SYSTEM\CONTROLSETOO1\SERVICES\WINSOCK2\PARAMETERS\NAMESPACE_CATALOGS

MACHINE\SYSTEM\CONTROLSETOO1\CONTROL\SESSION MANAGER
WinSta0
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sansforensics@ip-10-1-72-62:~/Desktop/cases/02 Memory-Image$ vol.py -f WindowsVista 0401.vmem --profile=VistaSP2x86 shellbags
Volatility Foundation Volatility Framework 2.5

*** Failed to import volatility.plugins.openioc scan (ImportError: No module named ioc writer)

Scanning for registries....

Gathering shellbag items and building path tree...

4 ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

Registry: \Device\HarddiskVolumel\Users\Jane Smith\AppData\Local\Microsoft\Windows\UsrClass.dat

Key: Local Settings\Software\Microsoft\Windows\Shell\BagMRU

Last updated: 2016-04-01 21:03:26 UTC+0000

Value Mru File Name Modified Date Create Date Access Date File Attr
Path

1 3 netcat-1.11 2016-04-01 17:02:40 UTC+0000 2016-04-01 17:02:40 UTC+0000 2016-04-01 17:02:40 UTC+0000 DIR
netcat-1.11

Value Mru Entry Type GUID GUID Description Folder IDs

(0] 1 Folder Entry 26ee0668-a00a-44d7-9371-beb064c98683 {Unknown CSIDL} EXPLORER, MY COMPUTER, RECYCLE BIN, UKNOWN

3 0] Folder Entry 59031a47-3f72-44a7-89c5-5595fe6b30ee Users EXPLORER, USERS

2 2 Folder Entry 20d04fe0-3aea-1069-a2d8-08002b30309d My Computer EXPLORER, MY COMPUTER

ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok o ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok
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Screen xleclded X:80 Y:300
Dump:

C:\Users\Jane Smith\Desktop\netcat-1.11>dir
Volume in drive C has no label.
Volume Serial Number is 54C3-AES55

Directory of C:\Users\Jane Smith\Desktop\netcat-1.11
064/61/2016 01:02 PM <DIR>

04/01/2016 01:02 PM <DIR> o
04/01/2016 01:02 PM 12,166 doexec.c

04/01/2016 01:02 PM 7,283 generic.h
04/01/2016 01:02 PM 22,784 getopt.c
04/01/2016 01:02 PM 4,765 getopt.h
04/01/2016 01:02 PM 61,780 hobbit.txt
04/01/2016 01:02 PM 18,009 license.txt
04/01/2016 01:02 PM 301 Makefile
04/01/2016 01:02 PM 36,528 nc.exe
04/01/2016 01:02 PM 43,696 ncb4.exe
04/01/2016 01:02 PM 69,662 netcat.c
04/01/2016 01:02 PM 6,833 readme.txt
11 File(s) 283,807 bytes

2 Dir(s) 9,739,362,304 bytes free
C:\Users\Jane Smith\Desktop\netcat-1.11>edit readme.txt

C:\Users\JANESM~1\Desktop\netcat-1.11>nc -1 -p 23 -t -e cmd.exe
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sansforensics@ip-10-1-72-62:~/Desktop/cases/02_Memory-Image$ vol.py -f WindowsVista 0401.vmem --profil
Volatility Foundation Volatility Framework 2.5
*++ Failed to import volatility.plugins.openioc_scan (ImportError: No module named ioc writer

istaSP2x86 envars --pid 832

Pid Process Block Variable Value
832 nc.exe 0x005b07e8 ALLUSERSPROFILE C:\ProgramData
832 nc.exe 0x005b07e8 APPDATA C:\Users\Jane Smith\AppData\Roaming
832 nc.exe 0x005b07e8 CommonProgramFiles C:\Program Files\Common Files
832 nc.exe 0x005b07e8 COMPUTERNAME WIN-ERKCL87UJYO
832 nc.exe 0x005b07e8 ComSpec C:\Windows\system32\cmd.exe
832 nc.exe 0x005b07e8 DFSTRACINGON FALSE
832 nc.exe 0x005b07e8 FP_NO HOST CHECK NO
832 nc.exe 0x005b07e8 HOMEDRIVE C:
832 nc.exe 0x005b07e8 HOMEPATH \Users\Jane Smith
832 nc.exe 0x005b07e8 LOCALAPPDATA C:\Users\Jane Smith\AppData\Local
832 nc.exe 0x005b07e8 LOGONSERVER \\WIN-ERKCL87UJYO
832 nc.exe 0x005b07e8 NUMBER OF PROCESSORS 1
832 nc.exe 0x005b07e8 0S Windows NT
832 nc.exe 0x005b07e8 Path C:\Windows\system32;C:\Windows;C:\Windows\System32\Wbem
832 nc.exe 0x005b07e8 PATHEXT .COM; .EXE; .BAT;.CMD; .VBS; .VBE;.J)S;.JSE; .WSF; .WSH; .MSC
832 nc.exe 0x005b07e8 PROCESSOR ARCHITECTURE x86
832 nc.exe 0x005b07e8 PROCESSOR IDENTIFIER x86 Family 6 Model 60 Stepping 3, Genuinelntel
832 nc.exe 0x005b07e8 PROCESSOR LEVEL 6
832 nc.exe 0x005b07e8 PROCESSOR REVISION 3c03
832 nc.exe 0x005b07e8 ProgramData C:\ProgramData
832 nc.exe 0x005b07e8 ProgramFiles C:\Program Files
832 nc.exe 0x005b07e8 PROMPT $PSG
832 nc.exe 0x005b07e8 PUBLIC C:\Users\Public
832 nc.exe 0x005b07e8 SESSIONNAME Console
832 nc.exe 0x005b07e8 SystemDrive C:
832 nc.exe 0x005b07e8 SystemRoot C:\Windows
832 nc.exe 0x005b07e8 TEMP C:\Users\JANESM~1\AppData\Local\Temp
832 nc.exe 0x005b07e8 TMP C:\Users\JANESM~1\AppData\Local\Temp
832 nc.exe 0x005b07e8 TRACE FORMAT SEARCH PATH \\winsegfe\release\Windows6.0\1lh_sp2rtm\6002.18005.090410-1830\x86fre\symbols.pri\TraceFormat
832 nc.exe 0x005b07e8 USERDOMAIN WIN-ERKCL87UJYO
832 nc.exe 0x005b07e8 USERNAME Jane Smith
832 nc.exe 0x005b07e8 USERPROFILE C:\Users\Jane Smith
832 nc.exe 0x005b07e8 windir C:\Windows

sansforensics@ip-10-1-72-62:~/Desktop/cases/02 Memory-Images [l
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sansforensics@ip-10-1-51-26:~/Desktop/cases/02_Memory-Image$ vol.py -f WindowsVista 0401.vmem --profile=VistaSP2x86 printkey -K 'ControlSet@01\Services\Tcpip\Parameters\Interfaces\{EA41C63C-
5890-44ED-A7CB-8003F654197E}

Volatility Foundation Volatility Framework 2.5

*+* Failed to import volatility.plugins.openioc_scan (ImportError: No module named ioc writer)

Legend: (S) = Stable (V) = Volatile

Registry: \REGISTRY\MACHINE\SYSTEM
Key name: {EA41C63C-5890-44ED-A7CB-8003F654197E} (S)
Last updated: 2016-04-01 21:09:25 UTC+0000

Subkeys :
Values:

REG_DWORD UseZeroBroadcast : (S) ©

REG_DWORD EnableDeadGWDetect : (S) 1

REG_DWORD EnableDHCP 1 ()1

REG_SZ NameServer i (S)

REG_SZ Domain i (S)

REG_DWORD RegistrationEnabled : (S) 1
REG_DWORD RegisterAdapterName : (S) 0

REG_SZ DhcpIPAddress  : (S) 0.6.0.6

REG_SZ DhcpSubnetMask : (S) 255.0.0.0
REG_SZ DhepServer ] (5) 255.255.255.255
REG_DWORD Lease () 1800

REG_DWORD LeaseObtainedTine : (S) 1459544550
REG_DWORD T1 : (S) 1459545450
REG_DWORD T2 : (S) 1459546125
REG_DWORD LeaseTerminatesTime : (S) 1459546350
REG_DWORD AddressType 1 (S) 0

REG_DWORD IsServerNapAware : (S) ©

REG_DWORD DhcpConnForceBroadcastFlag : (S) 1

REG BINARY  DhcpInterfaceOptions : (S
0x00000000 2c 0O B0 60 00 00 B0 60 00 00 60 60 00 00 60 00
0x00000016 85 e3 fe 56 06 00 60 60 00 0O 60 60 00 00 00 60
0x00000020 0 00 60 60 85 e3 fe 56 03 00 00 60 00 00 00 60
0x00000030 00 00 60 60 00 00 60 60 85 e3 fe 56 Of 00 00 00
0x00000040 00 00 60 60 00 00 60 60 00 00 60 60 85 e3 fe 56
0x00000050 ©1 00 60 60 00 00 60 60 00 00 60 60 00 00 00 60
0x00000060 85 e3 fe 56 36 00 60 60 00 00 60 60 00 00 00 60
0x00000076 0 00 60 60 85 e3 fe 56 35 00 00 60 00 00 00 60
0x00000080 00 00 60 60 00 00 60 00 85 e3 fe 56 33 aa 00 00
0x00000090 00 00 60 60 00 00 60 60 00 00 60 60 85 e3 fe 56
sansforensics@ip-10-1-51-26:~/Desktop/cases/02 | Memory Inages I
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1459546350 Timestamp to Human date | [batch convert]

Supports Unix timestamps in seconds, milliseconds, microseconds and nanoseconds.

Assuming that this timestamp is in seconds:

GMT +Friday, April 1, 2016 9:32:30 PM

Your time zone : Friday, April 1, 2016 5:32:30 PM GMT-04:00 DST
Relative :6 years ago
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istaSP2x86 hashdump

sansforensics@ip-10-1-72-62:~/Desktop/cases/02_Memory-Image$ vol.py -f WindowsVista 9401.vmem --profil
Volatility Foundation Volatility Framework 2.5

*+* Failed to import volatility.plugins.openioc scan (ImportError: No module named ioc writer)
Administrator:500:aad3b435b51484eeaad3ba35b51404ee: 31d6¢ fedd16ae931b73c59d70c089CO: : :
Guest:501:aad3b435b51404eeaad3ba35b51404ee: 31d6¢ fe@d16ae931b73c59d70c089CO: : :

Jane Smith:1000:aad3b435b51404eeaad3ba35h51404ee : 8846 7eaee8 b117ad06bdd830b7586¢
Tom Jones:1001:aad3b435b51404eeaad3ba35b51404ee:a80cIcc3f8439ada25aro64as74efe2d: : :
sansforensics@ip-10-1-72-62:~/Desktop/cases/02_Memory-Image$ |
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Hash Type Result

31d6cfedd16ae931b73c59d7e0cOBICO NTLH
31d6cfedd16ae931b73c59d7e0cOBICO NTLH
8846f7eaee8b117ad06bdds30b7586¢ NTLH password
a80c9cc3fs439ada25af064a874efe2d NTLH pessword

Color Codes: SR Exact match, Yellow: Partial match, Il Not found.




image1.png
‘- PennState
4 College of Information

Sciences and Technology




