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1. [bookmark: _Toc88079996]General Context
This lab’s focus is on the Windows registry, and how perform some forensic analysis on a sample capture of a registry from a computer. The Windows registry is a collection of databases of configuration settings for Microsoft Windows operating systems (Fisher, n.d.). The registry stores information and settings for software programs, hardware devices, user preferences, and operating system configurations. This can be extremely powerful because looking at the registry can tell you information about the settings of a program or hardware device, information about the computer itself like it’s name and the last time it was shutdown, and also information about individual users like any URLs they typed into a browser or files they’ve opened. 
The registry is a hierarchical database that houses several keys. It’s structured into what they call hive files, and it can get extremely complex (Bajpai, 2014). Due to it’s complexity, locating relevant information that is stored in the registry can be difficult and be very time consuming. In this lab we use an application that is written in Perl called ‘RegRipper’ which has over 300 plugins that can be called to analyze registry hives and return specific datasets to you.
One of the best ways to combat the complexity, and prevent from becoming overwhelmed is to start the analysis with specific goals in mind (Bajpai, 2014). Forensic analysts need to have a good understanding of the registry hierarchy at a minimum, this way when they are looking for specific types of information that is relevant to the investigation they know right where to look. It’s one thing to have copious amounts of data, but if you can’t or don’t know how to make use of it, it’s virtually worthless.


2. [bookmark: _Toc88079997]Technical Context
Different registry values that exist can be comprised of keys and subkeys, as a forensic analyst you are expected to know what you’re looking for, where it is located both in the hive and hierarchy, and what to make of it and how it is of use to you once you find it. RegRipper is a tool that was written by Harlan Carvey that is modular and scalable, but it produces reports based on pre-configured saved searched (SANS Digital Forensics and Incident Response Blog | RegRipper: Ripping Registries With Ease | SANS Institute, 2009). The registry is easily exported from the host machine so that it can be investigated on another machine, there are many forensic applications that make parsing registry hives easy but RegRipper is open source and is semi-actively developed. 
RegRipper version 3.0 was released 2 years ago, but realistically constant development isn’t completely necessary as it’s only important when new versions of Windows come to market. Using RegRipper is straight forward. You just have to call the application, point it at the registry file in question, and choose what plugin you want. Each plugin, which there are over 300 of, is set to search a specific file type for specific data. This means if you want to know the physical addresses that were installed in a computer, you can run RepRipper and point it at the SYSTEM regisitry hive and type ‘-p macaddr’ and it will list all of the physical addresses that were on the network interfaces in that machine. 
User specific data has a few caveats itself. User data is stored in a ‘NTUSER’ registry hive, and there is a hive for each and every user, and these files are deleted if the user account is removed. So if a malicious actor gets on a machine and does a bunch of things, but manages to delete the account when they are done it largely wipes the registry settings for that user which includes any URLs typed into a browser, paths typed into the file system, as well as recently opened applications and files. The registry can really give you a good look at what a specific user has recently done, but this data can be manipulated or erased fairly easily.



3. [bookmark: _Toc88079998]Solution
To begin this lab we log into the US Cyber Range and start up the SANS SIFT virtual machine. We change directories(CD) to ‘~/Desktop/cases/01_Filesystems’ and use ‘tar’ to extract a gzipped compressed tarball file with `tar -xvf Win7_Laptop.tar.gz’. This performs a verbose extraction of the file and outputs it to the current working directory. We can CD into the freshly extracted ‘Win7_Laptop’ directory and run ‘ls’ to list the contents of the directory. Next we call RegRipper with `rip.pl -l` to list the available plugins, of which there are more than 300.
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Figure 1 - entering the freshly extracted directly and listing the contents
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Figure 2 - listing the available plugins in RegRipper
	We then start calling RepRipper to run various plugins against different registry hive files. Against the SOFTWARE hive we call the following plugins: winver, profilelist, apppaths, and installer. These plugins tell us information about the operating system and software installed. We can determine that this is a registry from a Windows 7 workstation running Service Pack 1, there are two users John and Dug, and we can see what applications are installed and the path to each of these applications executables. 
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Figure 3 - Determining the operating system version and service pack
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Figure 4 - Determining the users on the machine along with their SIDs
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Figure 5 - listing application install information
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Figure 6 - listing the paths to application executables
	Next, we can run compname, timezone, producttype, usbstor, rdpport, and shutdown against the SYSTEM hive to find the hostname, the configured time zone, if this was a server or a workstation, a listing of USB devices that have been connected along with their serial numbers, the port that Remote Desktop is listening on, and the last time that the machine was shut down.
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Figure 7 - Showing the hostname is JOHN-PC
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Figure 8 - The timezone is either -500 or -400 depending on daylight saving time
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Figure 9 - WinNT indicates this is a workstation not a server
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Figure 10 - a list of all USB devices with serial numbers that have been plugged in and when
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Figure 11 - RDP is listening on port 3389
[image: Text

Description automatically generated]
Figure 12 - System was last shutdown on March 30, 2016 at 23:08:51 UTC
	Now, we’ll focus on the user Dug and his NTUSER.dat hive.  By running the following plugins ‘recentdocs’, and ‘typedurls’we can see all of the files that were recently opened, and what URLs where typed into a browser.
[image: Text

Description automatically generated]
Figure 13 - Dug searched for pizza and went to reddit
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Figure 14 - Dug opened best.txt and note.txt recently

	Finally, we want to run a few more plugins to try to identify additional information. We run the following: ‘auditpol’ against the SECURITY hive to retrieve the audit policy where it appears that auditing is not currently enabled, ‘winlogon’ to help determine autostart information for the machine, ‘comdlg32’ which is the common dialog and shows applications and files recently used, ‘user_run’ which shows the programs configured to autostart for the Dug user.
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Figure 15 - Audit policy results	
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Figure 16 - winlogon settings
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Figure 17 - common dialog output
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Figure 18 - autostart contents
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sansforensics@ip-10-1-72-62:~/Desktop/cases/01_Filesystems/Win7_Laptop$ rip.pl -
i
1. spp_clients v.20130429 [Software]

- Determines volumes monitored by VSS

2. systemindex v.20120716 [Software]
- Gets systemindex\..\Paths info from Windows Search key
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sansforensics@ip-10-1-72-62:~/Desktop/cases/01 Filesystems/Win7_Laptop$ rip.pl -r ./Windows/Syst|
em32/config/SOFTWARE -p winver

Launching winver v.20081216

winver v.20081210

(Software) Get Windows version

ProductName = Windows 7 Enterprise
CSDVersion = Service Pack 1
InstallDate = Thu Feb 25 14:48:49 2016
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sansforensics@ip-10-1-72-62:~/Desktop/cases/01_Filesystems/Win7_Laptop$ rip.pl -r
em32/config/SOFTWARE -p profilelist

Launching profilelist v.20100219

profilelist v.20100219

(Software) Get content of ProfileList key

Microsoft\Windows NT\CurrentVersion\ProfileList
LastWrite Time Thu Jan 1 00:00:00 1970 (UTC)

Path : %systemroot%\system32\config\systemprofile
SID :5-1-5-18

LastWrite : Thu Jan 1 00:00:60 1970 (UTC)

Path : C:\Windows\ServiceProfiles\LocalService

SID :5-1-5-19

LastWrite : Thu Jan 1 00:00:60 1970 (UTC)

Path : C:\Windows\ServiceProfiles\NetworkService

SID :5-1-5-20

LastWrite : Thu Jan 1 00:00:60 1970 (UTC)

Path : C:\Users\John

SID : S-1-5-21-1243504476-1526258261-327839578-1000

LastWrite : Thu Jan 1 00:00:00 1970 (UTC)
LoadTime : Thu Jan 1 00:00:00 1970 (UTC)

Path : C:\Users\Dug
SID : 5-1-5-21-1243504476-1526258261-327839578-1001
LastWrite : Thu Jan 1 00:00:60 1970 (UTC)
LoadTime : Thu Jan 1 00:00:60 1970 (UTC

Domain Accounts

./Windows/Syst
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sanstorensics@ip-1v-1-/2-bzs:i~/Deésktop/cases/uUl_Fitlesystems/win/_Laptops rip.pt «/W1NAoWS/SYySte
m32/config/SOFTWARE -p installer

Launching installer v.20120917

Launching installer v.20120917

(Software) Determines product install information

Installer
Microsoft\Windows\CurrentVersion\Installer\UserData

User SID: S-1-5-18

Key : 0B60217B42AEA694397F309B576ADDAD
LastWrite: Thu Jan 1 00:00:00 1970

20080516 - AccessData FTK Imager 3.2.0.0 (AccessData)

Key : 6E815EBI6CCE9A53884E7857C57002F0
LastWrite: Thu Jan 1 00:00:00 1970
20160309 - Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0.30729.6161 (Microso|

ft Corporation)

Key : BB76DA6E33C13BA43A780E4D1873BA07
LastWrite: Thu Jan 1 00:00:00 1970
20160309 - OpenOffice 4.1.2 4.12.9782 (Apache Software Foundation)




image7.png
n32/config/SOFTWARE -p apppaths
Launching apppaths v.20120524

apppaths v.20120524

(Software) Gets content of App Paths subkeys

App Paths
Microsoft\Windows\CurrentVersion\App Paths

Thu Jan 1 60:60:00 1970 (UTC)
7zFM.exe - C:\Program Files\7-Zip\7zFM.exe
cmmgr32.exe -
dvdmaker.exe - %ProgramFiles%\DVD Maker\dvdmaker.exe
firefox.exe - C:\Program Files\Mozilla Firefox\firefox.exe
IEXPLORE.EXE - C:\Program Files\Internet Explorer\IEXPLORE.EXE
install.exe -
Journal.exe - %ProgramFiless\Windows Journal\Journal.exe
migwiz.exe -
mip.exe - %CommonProgramFiless\Microsoft Shared\Ink\mip.exe
mplayer2.exe - %ProgramFiless\Windows Media Player\wmplayer.exe
pbrush.exe - %SystemRoot%\System32\mspaint.exe
PowerShell.exe - %SystemRoot%\system32\WindowsPowerShell\v1.8\PowerShell.exe
sbase.exe - C:\Program Files\OpenOffice 4\program\sbase.exe
scalc.exe - C:\Program Files\OpenOffice 4\program\scalc.exe
sdraw.exe - C:\Program Files\OpenOffice 4\program\sdraw.exe
setup.exe -
sidebar.exe - "%ProgramFiles%\Windows Sidebar\sidebar.exe"
simpress.exe - C:\Program Files\OpenOffice 4\program\simpress.exe
smath.exe - C:\Program Files\OpenOffice 4\program\smath.exe
SnippingTool.exe - %SystemRoot%\system32\SnippingTool.exe
soffice.exe - C:\Program Files\OpenOffice 4\program\soffice.exe
swriter.exe - C:\Program Files\OpenOffice 4\program\swriter.exe
table30.exe -
TabTip.exe - %CommonProgramFiless\microsoft shared\ink\TabTip.exe
unopkg.exe - C:\Program Files\OpenOffice 4\program\unopkg.exe
wab.exe - %ProgramFiles%\Windows Mail\wab.exe
wabmig.exe - %ProgramFiles%\Windows Mail\wabmig.exe
wmplayer.exe - %ProgramFiles%\Windows Media Player\wmplayer.exe
WORDPAD.EXE - "%ProgramFiless\Windows NT\Accessories\WORDPAD.EXE"
WRITE.EXE - "%ProgramFiles%\Windows NT\Accessories\WORDPAD.EXE"

Wow6432Node\Microsoft\Windows\CurrentVersion\App Paths not found.

sansforensics@ip-10-1-72-62:~/Desktop/cases/01 Filesystems/Win7_Laptop$ rip.pl -r ./Windows/Syste
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sansforensics@ip-10-1-72-62:~/Desktop/cases/01_Filesystems/Win7_Laptop$ rip.pl -r ./Windows/Syste|
m32/config/SYSTEM -p compname
Launching compname v.20098727

compname v.20090727
(System) Gets ComputerName and Hostname values from System hive

ComputerName = JOHN-PC
TCP/IP Hostnami
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sansforensics@ip-10-1-72-62:~/Desktop/cases/01_Filesystems/Win7_Laptop$ rip.pl -r ./Windows/Syste
m32/config/SYSTEM -p timezone

Launching timezone v.20130830

timezone v.20130830

(System) Get TimeZoneInformation key contents

TimeZoneInformation key
ControlSet001\Control\TimeZoneInformation
LastWrite Time Thu Jan 1 00:00:00 1976 (UTC
DaylightName -> @tzres.dll,-111
StandardName  -> @tzres.dll,-112
Bias -> 300 (5 hours
ActiveTimeBias -> 240 (4 hours)




image10.png
sansforensics@ip-10-1-72-62:~/Desktop/cases/01_Filesystems/Win7_Laptop$ rip.pl -r ./Windows/Syste
m32/config/SYSTEM -p producttype

Launching producttype v.20100325

producttype v.20108325

(System) Queries System hive for Windows Product info

ControlSet@01\Control\ProductOptions
LastWrite = Thu Jan 1 00:00:00 1970

Ref: http://support.microsoft.com/kb/152078
http://support.microsoft.com/kb/181412

ProductType = WinNT
Ref: http://technet.microsoft.com/en-us/library/cc782360%28MWS.10%29.aspx
WinNT indicates a workstation.

ServerNT indicates a standalone server

LanmanNT indicates a domain controller (pri/backup).

ProductSuite = Terminal Server
Ref: http://technet.microsoft.com/en-us/library/cc784364%28WS.10%29.aspx
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Disk&Ven &Prod &Rev_ [Thu Jan 1 00:00:00 1970]
S/N: 14061300000018&0 [Thu Jan 1 00:00:00 1970]
Device Parameters LastWrite: [Thu Jan 1 00:00:00 1970]

LogConf LastWrite : [Thu Jan 1 00:00:00 1970]
Properties LastWrite : [Thu Jan 1 00:00:00 1970]
FriendlyName : USB Device
InstallDate : Fri May 16 04:39:01 2008 UTC

FirstInstallDate: Fri May 16 ©4:39:01 2008 UTC
S/N: 14061711000236&0 [Thu Jan 1 00:00:00 1970]
Device Parameters LastWrite: [Thu Jan 1 00:00:00 1970]

LogConf LastWrite : [Thu Jan 1 00:00:00 1970]
Properties LastWrite : [Thu Jan 1 00:00:00 1970]
FriendlyName : USB Device
InstallDate : Wed Mar 9 16:26:27 2016 UTC

FirstInstallDate: Wed Mar 9 16:26:27 2016 UTC

Disk&Ven &Prod 2307 PRAM&Rev_1.00 [Thu Jan 1 00:00:00 1970]
S/N: 6&382283d7&0 [Thu Jan 1 00:00:00 1970]
Device Parameters LastWrite: [Thu Jan 1 00:00:00 1970]

LogConf LastWrite : [Thu Jan 1 00:00:00 1970]
Properties LastWrite : [Thu Jan 1 00:00:00 1970]
FriendlyName : 2307 PRAM USB Device
InstallDate : Fri Mar 18 20:38:10 2016 UTC

FirstInstallDate: Fri Mar 18 20:38:16 2016 UTC

Disk&Ven &Prod USB_DISK 3.0&Rev_PMAP [Thu Jan 1 00:00:00 1970]

S/N: 070D5AE2187EA985&0 [Thu Jan 1 00:00:00 1970]
Device Parameters LastWrite: [Thu Jan 1 00:00:00 1970]

LogConf LastWrite : [Thu Jan 1 00:00:00 1970]

Properties LastWrite : [Thu Jan 1 00:00:00 1970]
FriendlyName : USB DISK 3.0 USB Device
InstallDate : Fri Mar 18 20:39:32 2016 UTC

FirstInstallDate: Fri Mar 18 20:39:32 2016 UTC

Disk&Ven SanDisk&Prod Firebird&Rev_1.07 [Thu Jan 1 00:00:00 1970]

S/N: 0123456789ABCDEF&0 [Thu Jan 1 00:00:00 1970]
Device Parameters LastWrite: [Thu Jan 1 00:00:00 1970]

LogConf LastWrite : [Thu Jan 1 00:00:00 1970]

Properties LastWrite : [Thu Jan 1 00:00:00 1970]
FriendlyName : SanDisk Firebird USB Device
InstallDate : Wed Mar 9 16:18:25 2016 UTC

FirstInstallDate: Wed Mar 9 16:18:25 2016 UTC
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sansforensics@ip-10-1-72-62:~/Desktop/cases/01_Filesystems/Win7_Laptop$ rip.pl -r ./Windows/Syste
m32/config/SYSTEM -p rdpport

Launching rdpport v.20100713

rdpport v.20100713

(System) Queries System hive for RDP Port

rdpport v.20100713

Remote Desktop Listening Port Number = 3389
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./Windows/Syste

sansforensics@ip-10-1-72-62:~/Desktop/cases/01 Filesystems/Win7_Laptops rip.pl
m32/config/SYSTEM -p shutdown

Launching shutdown v.20088324

shutdown v.20080324

(System) Gets ShutdownTime value from System hive

ControlSet001\Control\Windows key, ShutdownTime value
ControlSet001\Control\Windows
LastWrite Time Thu Jan 1 00:00:00 1970 (UTC)

ShutdownTime = Wed Mar 30 23:08:51 2016 (UTC) .
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sansforensics@ip-10-1-72-62:~/Desktop/cases/01_Filesystems/Win7_Laptop$ rip.pl -r ./Users/Dug/NTi
SER.DAT -p typedurls

Launching typedurls v.20080324

typedurls v.20080324

(NTUSER.DAT) Returns contents of user's TypedURLs key.

TypedURLs

Software\Microsoft\Internet Explorer\TypedURLs

LastWrite Time Thu Jan 1 00:00:00 1970 (UTC)
urll -> http://www.bing.con/search?q=pizza+recipes&src=IE-SearchBox&FORM=IE8SRC
url2 -> http://www.bing.con/search?q=pizza+richmondssrc=IE-SearchBox&FORM=IE8SRC
url3 -> http://reddit.com/
url4 -> http://go.microsoft.com/fwlink/?LinkId=69157
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sansforensics@ip-10-1-72-62:~/Desktop/cases/01 Filesystems/Win7_Laptops rip.pl

SER.DAT -p recentdocs

Launching recentdocs v.20100405

recentdocs v.20100405

(NTUSER.DAT) Gets contents of user's RecentDocs key

RecentDocs
**All values printed in MRUList\MRUListEx order
Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs
LastWrite Time Thu Jan 1 00:60:00 1970 (UTC)
10 = best.txt
9 = note.txt
Sample Pictures
Lighthouse. jpg
Penguins. jpg
Tulips.jpg
Koala.jpg
Jellyfish.jpg
Hydrangeas. jpg
Desert.jpg
Chrysanthenun. jpg

oNWRUON®H

Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\.jpg
LastWrite Time Thu Jan 1 00:60:00 1970 (UTC)
MRUListEx = 7,6,5,4,3,2,1,0

Lighthouse. jpg

= Penguins.jpg

Tulips.jpg

Koala.jpg

Jellyfish.jpg

= Hydrangeas. jpg

Desert.jpg

Chrysanthenun. jpg

orNWRUV O

Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\.txt
LastWrite Time Thu Jan 1 00:00:00 1970 (UTC)
MRUListEx = 1,0
= best.txt
0 = note.txt

Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\Folder
LastWrite Time Thu Jan 1 00:00:00 1970 (UTC)
MRUListEx = 0

-/Users/Dug/NTU|
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sansforensics@ip-10-1-72-62:~/Desktop/cases/01_Filesystems/Win7_Laptop$ rip.pl
Launching auditpol v.20121128

auditpol v.20121128

(Security) Get audit policy from the Security hive file

./Windows/System32/config/SECURITY -p auditpol

auditpol
Policy\PolAdtEv
LastWrite Time Thu Jan 1 00:00:60 1970 (UTC

Length of data: 138 bytes.

0x00000000: 60 61 60 606 69 60 18 77 78 60 60 60 01 60 060 00
0x00000010: 63 060 60 60 63 60 63 60 63 60 63 60 63 60 63 00
0x00000020: 63 060 63 60 63 00 63 60 60 60 60 60 60 60 60 00
0x00000030: 00 60 60 60 60 60 60 60 60 60 60 60 60 60 60 00
0x00000040: 00 60 00 60 60 60 60 60 60 60 60 60 60 60 01 00
0x00000050: 01 60 60 60 60 60 60 60 60 60 61 60 60 60 01 00
0x00000060: 060 60 00 60 00 60 60 60 60 60 60 60 60 60 00 00
0x00000070: 00 60 60 60 60 60 60 60 65 60 69 60 Oc 60 63 00
0x00000080: 064 00 06 60 06 00 04 00 04 00

**Auditing is NOT enabled.
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sansforensics@ip-10-1-72-62:~/Desktop/cases/01_Filesystems/Win7_Laptop$ rip.pl -r ./Windows/System32/config/SOFTWARE -p winlogon
Launching winlogon v.20130425
winlogon v.20130425

(Software) Get values from the WinLogon key

Microsoft\Windows NT\CurrentVersion\Winlogon

LastWrite Time Thu Jan 1 00:00:00 1970 (UTC)
LegalNoticeCaption =
LegalNoticeText =
ReportBootOk = 1
AutoRestartShell = 1
ForceUnlockLogon = 0
PasswordExpiryWarning = 5
PowerdownAfterShutdown =
ShutdownWithoutLogon = 0
WinStationsDisabled = 0
DisableCAD = 1
scremoveoption [¢]
AutoAdminLogon 0
CachedLogonsCount = 10
DebugServerCommand = no
ShutdownFlags = 43
DefaultUserName = John
Background = 0 0 0
Shell = explorer.exe
Userinit = C:\Windows\system32\userinit.exe,
PreCreateKnownFolders = {A520A1A4-1780-4FF6-BD18-167343C5AF16}
VMApplet = SystemPropertiesPerformance.exe /pagefile

0

Notify subkey not found.
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sansforensics@ip-10-1-72-62:~/Desktop/cases/01 Filesystems/Win7_Laptop$ rip.pl -r ./Users/Dug/N
TUSER.DAT -p comdlg32

Launching comdlg32 v.20121008

comdlg32 v.20121008

Software\Microsoft\Windows\CurrentVersion\Explorer\ComD1lg32
LastWrite Time Thu Jan 1 00:00:00 1970 (UTC

CIDSizeMRU

LastWrite: Thu Jan 1 00:00:00 1970

Note: ALl value names are listed in MRUListEx order

notepad. exe

LastVisitedPidlMRU
LastWrite: Thu Jan 1 00:00:00 1970
Note: ALl value names are listed in MRUListEx order

notepad.exe -

OpenSavePidlMRU

LastWrite: Thu Jan 1 00:00:00 1970

OpenSavePid IMRU\*

LastWrite Time: Thu Jan 1 00:00:00 1970

Note: ALl value names are listed in MRUListEx order

best.txt
note.txt

OpenSavePidIMRU\txt
LastWrite Time: Thu Jan 1 00:00:00 1970
Note: ALl value names are listed in MRUListEx order

best.txt
note.txt
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sansforensics@ip-10-1-72-62:~/Desktop/cases/01_Filesystems/Win7_Laptop$ rip.pl -r ./Users/Dug/NTUSER.DAT -p user_run
Launching user_run v.20140115

user_run v.20140115

(NTUSER.DAT) [Autostart] Get autostart key contents from NTUSER.DAT hive

Software\Microsoft\Windows\CurrentVersion\Run
LastWrite Time Thu Jan 1 00:00:00 1970 (UTC)

Software\Microsoft\Windows\CurrentVersion\Run has no values.
Software\Wow6432Node\Microsoft\Windows\CurrentVersion\Run not found.

Software\Microsoft\Windows\CurrentVersion\RunOnce
LastWrite Time Thu Jan 1 00:00:00 1970 (UTC)

Software\Microsoft\Windows\CurrentVersion\RunOnce has no values.

Software\Microsoft\Windows\CurrentVersion\RunServices not found.

Software\Microsoft\Windows\CurrentVersion\RunServicesOnce not found.

Software\Microsoft\Windows NT\CurrentVersion\Terminal Server\Install\Software\Microsoft\Windows\CurrentVersion\Run not found.
Software\Microsoft\Windows NT\CurrentVersion\Terminal Server\Install\Software\Microsoft\Windows\CurrentVersion\RunOnce not found.
Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run not found.

Software\Wow6432Node\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run not found.

Software\Microsoft\Windows NT\CurrentVersion\Windows
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