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1. [bookmark: _Toc87732060]General Context
There are often as many more times that you might think that you’ll need to do research and reconnaissance on an IP address or domain when you are defending your network. It may not seem like taking forward action to find out more information about an entity is helpful in defending, but identifying who owns or operates an IP address or domain can be helpful to identify patterns. You can also use tools like Nmap to identify hosts or endpoints on your network, it can tell you what ports the various hosts have open and what services or service types are running as well. These two components, investigating IP addresses and domains and enumerating what’s on your local network are both important for successful defense, but they both are incredibly different.
External research is generally done with WHOIS for domains, and nslookup or dig for IP addresses. All of these are services that provide ownership information, and sometimes location information for both IPs and domains. For example, when you’re being attacked with a Distributed Denial of Service (DDoS) attack, knowing where the attack traffic is coming from can drastically change your strategy to mitigate it. If you can identify that the majority of traffic is from a certain country, or network it can be much easier to put in a mitigation for that specific group of address than a situation where you’re being attacked by a botnet that consists of thousands of residential Internet Service Provider (ISP) IP addresses. If you’re a company that relies on customers who live behind those residential IPs it’s a much more difficult decision to block the traffic outright and a more sophisticated approach like traffic scrubbing (How Traffic Scrubbing Can Guard against DDoS Attacks, n.d.) might be necessary.
When you are looking at your internal network, how can you expect to defend it if you don’t know what there is to defend. Doing internal network scans to find IP addresses that responds and show that they are alive, and knowing what ports are open on those hosts can allow you to create a risk profile to determine where your efforts should be targeted. 
2. [bookmark: _Toc87732061]Technical Context
Obviously, there are some difficulties when it comes to trying to identify external entities compared to internal ones. Nslookup and dig are both tools that allow you to query Domain Name System (DNS) servers to translate domain names to one or more IP addresses. WHOIS is a tool that tells you more information about who owns that specific domain, IP address, or network block. Nmap doesn’t provide any thing like ownership information, but it gives you multiple different ways to scan IP addresses and ports to identify potential vulnerabilities on your network, you can scan with TCP SYN, TCP connect, or UDP scans. This is helpful because different network security devices might block one attempt or protocol but not another, so scanning with different types might show different results that allow you to stitch together a whole picture.
A WHOIS record is a listing that identifies who owns a domain, IP address, or IP network as well as how to get in contact with them. It contains information associated with the person, group, or company that registers the domain name or address space (What Is Whois Information and Why Is It Valuable?, n.d.). However, the European Union adopted the General Data Protection Regulation in April of 2016 and it took effect in May 2018. It’s goal is to protect the privacy of all European Union citizens from disclosures and breaches. It applies to all companies that are based in the EU, but also any company that holds data on any EU citizen regardless of where the company resides (Data Protection and Privacy Issues - ICANN, n.d.). Due to the nature of the sensitive private information that is in a WHOIS record by design, it directly conflicts with GDPR and as a result ICANN and many registrars that do business in the EU or with EU citizens made the decision to redact or remove most of the WHOIS information. While it’s still available for law enforcement agencies, it’s arguably not as useful of a tool anymore. There are many products and services that provide historical WHOIS information to let you know who may have owned a domain or address range at a specific point in history (Historical Whois Data (WhoWas), n.d.).
Nmap on the other hand can be quite powerful, but you there are several things to remember when using it as well. First, there are multiple scan methods, but most are only available to privileged users because nmap sends and receives raw packets, it needs higher access to be able to access them. Second, just because nmap doesn’t say that a specific port on a specific IP isn’t listening, it isn’t always accurate. This is because nmap replicates ‘normal’ traffic and as such all of it’s insights are limited to what traffic is returned to it. This means that firewalls, access control lists, and intrusion detection and prevention devices can see and alter the scan traffic, but some applications are programmed to specifically give false information back to nmap when a scan packet is detected (Port Scanning Techniques | Nmap Network Scanning, n.d.). This is why performing multiple scans can provide a clearer overall picture say if a TCP SYN scan is detected and blocked for some hosts, but UDP is successful and the reverse for other hosts.


3. [bookmark: _Toc87732062]Solution
We start off this lab by taking a look at the Internet Corporation for Assigned Names and Numbers (ICANN) website. They have a WHOIS lookup tool right on their website at https://lookup.icann.org/, they are the authoritative source because it is their responsibility to handle all IP address allocation, protocol identifier assignment, generic (gTLD) and country code (ccTLD) Top-Level Domain name system management, and root server system management functions (ICANN | Archives | ICANN - English, n.d.).
We can use their service to do a WHOIS lookup for the domain ‘zero.com’ and see that it was created in June of 1992, and is owned by Google, however, a lot of the contact information has been redacted to conform with GDPR.
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Figure 1 - WHOIS lookup of zero.com
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Figure 2 - Contact information for zero.com
	Some services allow you to perform a reverse WHOIS lookup, basically the service keeps their own copy of scraped WHOIS data that they make fully searchable. Viewdns.info is a site that does this and allows you to search by Registrant. For example, if we search for all domains owned by Kevin O’Leary, we see there is a large list. Due to the sensitive nature of what is included in the WHOIS registrant and contact sections, GDPR has redacted much of the personally identifiable information, but domain privacy companies like WhoisGuard have existed for many years. Their goal was to provide protection for individuals who didn’t want all of their contact information available to the general public, however it’s been abused by many malicious people and services to hide their information so that sites and services can’t be tracked to them. 
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Figure 3 - Reverse WHOIS information for Kevin O'Leary
	Next in the lab, we use a few different applications to translate domains into IP addresses, and do reverse lookups on IP addresses to see what domain they resolve to. First, we take a look at ‘nslookup’ which has been deprecated but, for the time being, is still included in most *nix distributions. Nslookup allows you to search various DNS record types, by default it will return an A record followed by an AAAA record. We then perform a ‘nslookup’ query on the psu.edu domain and see that it resolves to three IP addresses. This is because it’s not just one sever that hosts the psu.edu website, there are several servers for redundancy and load sharing purposes. We can then do the same query with ‘dig’ which is a newer DNS querying tool that was meant to replace nslookup. Dig returns the same three IP addresses, but gives much more information with the basic default query. Dig also has a ‘-x’ flag that allows you to do a reverse IP address lookup, where you query an IP address and it will attempt to tell you what hostname resolve to it. When we run `dig -x 8.8.8.8` we see that the domain dns.google resolves to it.
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Figure 4 - nslookup default query type
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Figure 5 - nslookup of psu.edu
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Figure 6 - dig query of psu.edu
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Figure 7 - dig -x manual entry
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Figure 8 - dig reverse lookup of 8.8.8.8
	The next task of this lab turns towards reconnaissance of internal network entities instead of external. We use the ‘nmap’ application to scan our internal network to find IP addresses where hosts are alive on the network and then identify what ports are open and what services are running. The first thing we need to do is figure out what our local IP address is, this will tell us what subnet we are on and how many available addresses there are. Running `ifconfig eth0` tells us that we are 10.1.94.98 and our subnet mask is 255.255.240.0 which converts to a /20 CIDR notation. This means that our subnet has 4096 addresses, but 4094 that are available to hosts since two are reserved for the network ID and broadcast address. Now that we know our IP and subnet/CIDR, we can run `nmap -sn 10.1.94.98/20` which does a basic scan by sending a ping to every address in the subnet and waiting for a response. From that we see that there are four hosts that are alive, including ours. You can then run a default nmap scan on each individual address, for example `nmap 10.1.85.134` does a basic scan on the first 1000 ports of that IP address and shows that port 80 is open. We can do a full port scan on the whole subnet by just removing the ‘-sn’ from the initial command, it takes a few seconds longer but returns all of the open ports on all four hosts. From that result we see two IP addresses listening on port 80. Finally, if we run `nmap -sV <ip address>` we see that 10.1.85.134 is running Apache version 2.4.25 and 10.1.82.151 is running Apache 2.4.18. This can help to enumerate what services are running on internal hosts, which makes monitoring and mitigation steps easier when bug reports come out releasing vulnerability information.
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Figure 9 - ifconfig to identify local IP address
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Figure 10 - simple nmap scan of our local subnet
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Figure 11 - nmap port scan of a specific IP address
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Figure 12 - nmap port scan of our entire local subnet
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Figure 13 - nmap probe of open ports to determine service/version info
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Registration data lookup tool

Frequently Asked Questions (FAQ)

zero.com

By submitting any personal data, | acknowledge and agree that the personal data submitted by me will be
processed in accordance with the ICANN Privacy Policy, and agree to abide by the website Terms of Service and
the registration data lookup tool Terms of Use.

Domain Information

Name: ZERO.COM

Registry Domain ID: 1109381_DOMAIN_COM-VRSN

Domain Status:
clientDeleteProhibited
clientTransferProhibited
clientUpdateProhibited

Dates

Registry Expiration: 2022-06-09 04:00:00 UTC

Created: 1992-06-10 04:00:00 UTC
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Contact Information

Administrative:

Mailing Address: CA, US

Redacted for privacy:
some of the data in this object has been removed.

Registrant:

Organization: Google LLC

Mailing Address: CA, US

Redacted for privacy:
some of the data in this object has been removed.

Technical:

Mailing Address: CA, US

Redacted for privacy:
some of the data in this object has been removed.
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Registrant Name or Email Address:

Kevin O’Leany|

GO

Reverse Whois results for Kevin O’Leary

There are 103 domains that matched this search query.

These are listed below:

Domain Name Creation Date |Registrar

alumnitravelprograms.com 2012-01-17 GODADDY.COM, LLC

american-ink.com 2013-09-24 GODADDY.COM, LLC

american-ink.us 2013-09-24 GODADDY.COM, INC.

azotpainkiller.com 2013-03-20 OVH

bxtvisuals.com 2016-08-09 BLACKNIGHT INTERNET SOLUTIONS LTD
cornelltravel.com 2011-05-06 GODADDY.COM, LLC

crazyjargon.com 2005-07-15 GODADDY.COM, LLC

decision-uncertainty.com 2014-11-07 FASTDOMAIN, INC.

digitalciso.com 2016-07-17 GODADDY.COM, LLC

djkevinoleary.co.uk 2015-01-16 REGISTER.COM INC T/A NETWORK SOLUTIONS [TAG = NSI-US]
fridgelock.co.uk 2015-01-03 123-REG LIMITED T/A 123-REG [TAG = 123-REG]
fridgelock.uk 2015-01-03 123-REG LIMITED T/A 123-REG [TAG = 123-REG]
gov-eb.info 2010-01-26 GODADDY.COM, LLC

harvardalumnitravel.com 2011-05-06 GODADDY.COM, LLC

harvardtravel.com 2011-08-04 GODADDY.COM, LLC

hilineleasing.ie 2005-06-27

homeinspectli.com 2009-11-19 GODADDY.COM, LLC

immerseleadership.com 2017-09-15 123-REG LIMITED

indieleaks.com 2018-04-28 NETWORK SOLUTIONS, LLC.
llindieleaks.org 2015-03-23 MESH DIGITAL LIMITED
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querytype=value | type=value
Change the type of the information query.

(Default = A and then AAAA; abbreviations = q, ty)

Note: It is only possible to specify one query type, only
the default
behavior looks up both when an alternative is not
specified.
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“tudentol:~$ nslookup psu.edu
Server: 169.254.169.253
Address: 169.254.169.253#53

Non-authoritative answer:
Name: psu.edu

Address: 128.118.142.114
Name: psu.edu

Address: 146.186.16.57
Name: psu.edu

Address: 128.118.142.105
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Siudentiioli~$ dig psu.edu

<<>> DiG 9.16.6-Debian <<>> psu.edu

global options: +cmd

Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 34088

flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1

3 OPT PSEUDOSECTION:
EDNS: version: @, flags:; udp: 4096
3 QUESTION SECTION:

psu.edu. IN A

;; ANSWER SECTION:
psu.edu. 117 IN A 128.118.142.105
psu.edu. 117 IN A 128.118.142.114
psu.edu. 117 IN A 146.186.16.57

Query time: @ msec

SERVER: 169.254.169.253#53(169.254.169.253)
WHEN: Sat Nov 13 16:15:05 UTC 2021

MSG SIZE rcvd: 84
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-x addr

Simplified reverse lookups, for mapping addresses to names. The
addr is an IPv4 address in dotted-decimal notation, or a
colon-delimited IPv6 address. When the -x is used, there is no
need to provide the name, class and type arguments. dig auto-
matically performs a lookup for a name like
94.2.0.192.in-addr.arpa and sets the query type and class to PTR
and IN respectively. IPv6 addresses are looked up using nibble
format under the IP6.ARPA domain.
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studentgkali:~$ dig -x 8.8.8.8

<<>> DiG 9.16.6-Debian <<>> -x 8.8.8.8

global options: +cmd

Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 56603

flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIONAL: 1

3 OPT PSEUDOSECTION:
EDNS: version: @, flags:; udp: 4096
3 QUESTION SECTION:
8.8.8.8.in-addr.arpa. IN PTR

;3 ANSWER SECTION:
8.8.8.8.in-addr.arpa. 300 IN PTR dns.google.

Query time: @ msec

SERVER: 169.254.169.253#53(169.254.169.253)
WHEN: Sat Nov 13 16:16:43 UTC 2021

MSG SIZE rcvd: 73
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“t ooroo :~$ ifconfig etho
etho: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 9001
inet 10.1.94.98 netmask 255.255.240.0 broadcast 10.1.95.255
inet6 fe80::7e:c6ff:fedd:c505 prefixlen 64 scopeid 0x20<link>
ether 02:7e:c6:0d:c5:05 txqueuelen 1000 (Ethernet)
RX packets 4335 bytes 307983 (300.7 KiB)
RX errors @ dropped @ overruns @ frame @
TX packets 4145 bytes 3792003 (3.6 MiB)
TX errors @ dropped @ overruns @ carrier @ collisions 0
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stuhentakali:~$ nmap -sn 10.1;94.98/20 '-
Starting Nmap 7.80 ( https://nmap.org ) at 2021-11-13 16:26 UTC

Nmap
Host
Nmap
Host
Nmap
Host
Nmap
Host

scan report for ip-10-1-82-151.ec2.internal (10.1.82.151)
is up (0.0016s latency).

scan report for ip-10-1-84-173.ec2.internal (10.1.84.173)
is up (0.00090s latency).

scan report for ip-10-1-85-134.ec2.internal (10.1.85.134)
is up (0.0013s latency).

scan report for ip-10-1-94-98.ec2.internal (10.1.94.98)
is up (0.00018s latency).

Nmap done: 4096 IP addresses (4 hosts up) scanned in 54.99 seconds
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studentiialii~$ nmap 10.1.85.134
Starting Nmap 7.80 ( https://nmap.org ) at 2021-11-13 16:32 UTC
Nmap scan report for ip-10-1-85-134.ec2.internal (10.1.85.134)
Host is up (0.0027s latency).

Not shown: 999 closed ports

PORT  STATE SERVICE

80/tcp open http

Nmap done: 1 Il_’ Eddress (1 host up) scanned in 0.08 seconds
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crudentiiolii~$ nmap 10.1.94.98/20

Starting Nmap 7.80 ( https://nmap.org ) at 2021-11-13 16:24 UTC
Nmap scan report for ip-10-1-82-151.ec2.internal (10.1.82.151)
Host is up (0.0035s latency).

Not shown: 996 closed ports

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

139/tcp open netbios-ssn

445/tcp open microsoft-ds

Nmap scan report for ip-10-1-84-173.ec2.internal (10.1.84.173)
Host is up (0.0029s latency).

Not shown: 999 closed ports

PORT  STATE SERVICE

21/tcp open ftp

Nmap scan report for ip-10-1-85-134.ec2.internal (10.1.85.134)
Host is up (0.0034s latency).

Not shown: 999 closed ports

PORT  STATE SERVICE

80/tcp open http

Nmap scan report for ip-10-1-94-98.ec2.internal (10.1.94.98)
Host is up (0.00027s latency).

Not shown: 998 closed ports

PORT STATE SERVICE

22/tcp open ssh

3389/tcp open ms-wbt-server

Nmap done: 4096 IP addresses (4 hosts up) scanned in 73.48 seconds




image14.png
ctudentgialii~$ nmap -sV 10.1.85.134

Starting Nmap 7.80 ( https://nmap.org ) at 2021-11-14 02:31 UTC
Nmap scan report for ip-10-1-85-134.ec2.internal (10.1.85.134)
Host is up (0.0018s latency).

Not shown: 999 closed ports

PORT  STATE SERVICE VERSION

80/tcp open http  Apache httpd 2.4.25 ((Debian))

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 6.55 seconds

“tudentiialii~$ nmap -sV 10.1.82.151

Starting Nmap 7.80 ( https://nmap.org ) at 2021-11-14 02:32 UTC

Nmap scan report for ip-10-1-82-151.ec2.internal (10.1.82.151)

Host is up (0.0030s latency).

Not shown: 996 closed ports

PORT  STATE SERVICE  VERSION

22/tcp open ssh OpenssH 7.2p2 Ubuntu 4ubuntu2.1 (Ubuntu Linux; protocol 2.0)
80/tcp open http Apache httpd 2.4.18

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: MYGROUP)

445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: MYGROUP)

Service Info: Host: IP-10-1-82-151; 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 11.49 seconds
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